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Supporting Democracy

As doubt continues to be cast on our entire electoral process, pressures to improve election security are reaching critical mass.
As America’s Election Partner, we are committed to strengthening election security and providing unmatched capabilities to those
responsible for ensuring this hallmark of our democracy remains protected.

Runbeck has partnered with CyberDefenses, a premier cybersecurity services organization, to provide the highest-level of
cybersecurity guidance, services, training, and support available to the elections sector today. Serving the government sector
since 2001, the CyberDefenses’ team understands the intricacies of protecting systems in this complex environment. Together,
Runbeck and CyberDefenses form a truly unique blend of election and cybersecurity expertise and experience. We are dedicated
to improving how elections are accomplished in America.

Comprehensive Approach

We offer a unique combination of guidance, services and training. We integrate a detailed assessment, issue mitigation, end-to-
end monitoring, managed services, and incident response, as well as, advanced training to ensure you are prepared to address all
your cybersecurity challenges.

¥ Guidance and Assessment
We start with a ground-level, detailed assessment of your current cybersecurity environment. Post-assessment, each
customer gets a fractional CISO who provides executive-level advice on resources, risk, and costs, along with in-depth,
customized roadmaps to ensure better protection against threats in the future.
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7T Fullissue mitigation
Our full issue mitigation services close any gaps and
secure any weakness found during the assessment. As a
result, your systems, processes, procedure, and staff are
as prepared as possible — 24 x 7 x 365.

7T Full Security Monitoring Services
Our election services portfolio is tightly engineered to
ensure you are protected and prepared for any adversary.
We specialize in security operations, data protection,
threat hunting, dark web monitoring, issue mitigation, and
cyber response. In addition, our cyber experts monitor
your systems and network 24 x 7. You can rest easy
because we are on watch.

7 Incident Response and Preparedness Exercises
Our team is ready to jump into full action to help you
respond to a cyber attack swiftly and effectively. We are
able to help you stop the incident, determine the extent

of the damage, and put a remediation plan into effect
immediately. We can also help you prepare in advance
with tabletop, hands on virtual cyber range and custom
onsite Incident Response Exercises that ensure every
member of your organization knows exactly how to
respond to an attack before it happens to reduce the
negative impact.

4l Cyber Academy
We offer innovative training in many areas of threat
intelligence and forensics to help you understand and
mitigate cyber threats. Our education-focused model
means you are enabled with the tools and knowledge you
need to provide exceptional protection for your enterprise.
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